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Remote monitoring(RM) of CIED

* RM has been developed as a new standard of care
in the follow up of patients with CIEDs.

* Early detection of clinically actionable events
* Decrease in the frequency and need for in personal
evaluation

* improved patient satisfaction, quality of life and
adherence to follow up



CIED Remote Monitoring
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Cybersecurity Risk of RM

« However, this increased dependency on the Internet
of Things comes with risks in the form of
cybersecurity lapses and possible attacks.

« The CIED universe comprises a complex interplay of
devices, connectivity protocols, and sensitive
information flow between the devices and the central
cloud server.

« Various manufacturers use proprietary software and
black-box connectivity protocols that are susceptible
to hacking



Cyber Attack to RM system

» Passive cyber-attacks aimed at theft of
sensitive information

 Active cyber-attack aimed at manipulation of
information or pacing/defibrillation settings.

* No cyberattack leading to patient harm has
oeen reported to date, the threat is real and
nas been demonstrated in research
aboratory scenarios and echoed in patient
concerns




the assassination of the Vice President of the United States
by a terrorist remotely hacking into the victim’s pacemaker
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Security vulnerabilities

Potential vulnerability in a pacemaker

application
Firmware updates pushed into the

implantable devices are not

cryptographically signed and custom
firmware/algorithms can be injected

. . Not password protected (can be accessed by anyone)
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ICT used to get token from the implantable device. Once telemetry session established by ICT
2 TELEMETRY WAND and transitioned to RF, it can be terminated only by programmer

No authentication dmh\v implanted device from programmer. Therefore, any programmer
3 IMPLANTED DEVICE from a given manufacturer can be used to read/write data

RF telemetry session once established is open until terminated by the programmer
4 RF COMMUNICATION RF communication can be intercepted using SDR by Black Hat hackers®

« ICD = inductive coil telemetry (Heart Rhythm 2021;18:473-481)
RF = radiofrequency ’

« SDR = software-defined radio.
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in August of 2016, St. Jude Medical (now Abbott) was
put in the public spotlight following the release of
short-sell report by Muddy Waters LLC outlining

two methods by which their pacemaker
cybersecurity could be breached in what was termed
a “crash attack” and a “battery drain attack.”



Timeline of cybersecurity events

Timeline for Abbott Devices Upgrades and Security
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Adverse event during Upgrade

Abbot has quoted the following small, but not
insignificant, risk of adverse events:

- complete loss of function (0.003%)
- loss of device settings (0.023%)
- failure of the update (0.161%)

Due to these risks, it has been recommended that
the upgrade take place in a center with the ability to
perform urgent temporary pacing.
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CYBERSECURITY THREATS AND COUNTERMEASURES
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The primary goal is to educate health care providers about the risks and
new initiatives by stakeholders to incorporate cybersecurity considerations
into early stages of product design as well as about the infrastructure in
place to evaluate and mitigate specific vulnerabilities when they arise.



Health care professionals for cyber
security

* Potential consequences if the vulnerability is exploited,

» Strategies to mitigate their vulnerability,

Risks associated with a CIED software/firmware update

Technical feasibility of exploiting the vulnerability,

Long-term solutions to eliminate the vulnerability,

Benefits of continued device therapy vs risk of vulnerability.



Conclusion

* Cybersecurity is the responsibility of all stakeholders and
will require increased collaboration, communication, and
education across the community.

* device manufacturers

* regulatory government

» professional organizations

* physicians

 information technology (IT)

* security experts

» patients (including advocacy groups)

* |t is necessary to improve safety and security for healthcare
system, patients and CIEDs, as cyber threats are expected to
increase in the future
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